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The Jetpack plugin [...] before 2.9.3 for 

WordPress does not properly restrict 

access to the XML-RPC service, which 

allows remote attackers to bypass 

intended restrictions and publish posts 

“

”
Source: https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0173
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WordPress Security 
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How to think about security

• Confidentiality 

• Integrity 

• Availability

Tuesday, 29 April 14



What an attacker can do with a 
vulnerable plugin

• Publish posts (Jetpack between 1.9 and 2.9.3)

• Display the entire contents of the users table (BuddyPress 1.7.1)

• Steal usernames and passwords when users log in (Unconfirmed 1.2.3)

• Do pretty much whatever an admin can - and more (WP Super Cache 1.2) 

◦ Create new users, delete existing users
◦ Create posts and delete existing posts
◦ Take complete control of the server

• Make your site totally unresponsive (GA Dashboard 2.0.4)
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How to protect your site

•  Keep WordPress and your plugins updated

•  Keep your server updated

•  Choose your plugins carefully

•  Use strong passwords

•  Lock down your wordpress installation
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Choosing Plugins Carefully

•  Size

•  Age

•  Forum responses

•  Downloads

•  Author
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Checking for advisories

•  https://cve.mitre.org/

•  http://osvdb.org/

•  https://secunia.com/community/advisories/

•  http://www.exploit-db.com/

•  https://security.dxw.com/
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Plugin developers - how to not be 
part of the problem

Be careful about untrusted data

•  Database Queries: $wpdb->prepare()

•  Data in the page:  esc_html(), esc_attr(), 
esc_url()

•  Use with extreme caution: eval()
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Password Security

•  Usually the easiest way to get into a system

•  Long and memorable > Short and complex

•  Is your admin user still called admin?
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For the lols

1communication

C0mmunications

C0mm1ss10n

C1vilservice

Letmein456

stupidpassword

government12

government99
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Security at dxw 
(shameless plug)

•  Secure hosting

•  Password restrictions 

•  security.dxw.com

•  dxw Security plugin
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Questions?

@dgmstuart

@thedxw

http://www.dxw.com/
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